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A Shocking Truth



Security Culture: 
The ideas, customs and social 
behaviors of an organization 

that influence its security.



You get the culture 
you ignore.

John R. Childress



How Culture Relates to Awareness and Behavior
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FACILITATING THE ABCs: AWARENESS, BEHAVIOR, AND CULTURE

Human Layer

Active User Participation
in Security Posture

Adaptive Learner
Experience

User Behavior Management

Security Orchestration

Compliance

Content Delivery

Platform Automation

Continuous Testing

Increased Awareness for
Infosec and IT Pros

Security Stack Integrations

Industry Past, Present, and Future



The Evolutionary Path of 
“Security Awareness”

Security
Culture

Phishing
Simulation

Basic
Content
Vendors

In-House

Meaningful
Metrics

Ability to report relevant 
analytics pertaining to 
behavior change, human 
risk, and engagement

Statistics interesting to 
executive teams, boards, 
regulators, auditors

Converges with the 
maturation of IT security 
as a discipline

The “Do-It-Yourself” 
era of in-house, 
ineffective offerings

Content and 
Newsletter 
vendors offering 
stale answers to a 
fresh problem

The rise of security 
culture management

Awareness permeates 
throughout the entire 
organization

Collectively mitigates 
the risk of the human 
element

Converges with the 
maturation of the 
CISO role

The start of the first 
behavior management 
awareness programs

The rise of 
Ransomware created a 
market inflection point



Culture can be measured and modeled using several different elements. These range from training 
data elements, to simulated phishing resilience data, to organizational demographics, and more. 

We call each of these datapoints, Culture Maturity Indicators (CMIs).
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A Data-Driven Advantage 



Example CMIs



Maturity models are helpful
… but most lack precision



Case in Point



Security Culture needs something better
…something more precise
… something data-driven
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Seven Dimensions of Security Culture



Introducing the Security Culture Maturity Model



One Model, 
Multiple 
Applications



SCMM Example Data Overlay



SCMM Example Data Overlay



SCMM Example Data Overlay



What are you doing to ensure that the right 
security knowledge, beliefs, and value 

systems are woven throughout the fabric 
of your organizational culture?



A concrete blueprint for producing real change, reducing risk, and 
proactively managing your company’s exposure to cybersecurity 
threats. You’ll also find:

• Revealing interviews from security culture thought leaders in a 
variety of industries.

• Strategies for bringing all the security culture pieces together into 
a coherent program.

• Actionable and modern insights from sociology and other 
academic disciplines.

• In-depth explanations of how to implement and shape behavioral 
outcomes, foster social pressures, and create positive patterns.

The Security Culture Playbook


