The Next Evolution of
Security Awareness

Awareness, Behavior, Culture, & Human Risk




got culture?



i It-
issioned Forrester Consu
Ko e glo rises. The results

lobal enterp
lture across g ducted an online sur-

In November 2019,
' evaluate security cu :
135:: eye-opening. Forrester Consulting con
vey with 1,161 resp sndents whoall h

A Problem of Definition

In that study with 1,161 respondents, there were 758 unique defini-
tions given for security culture. Forrester analyzed these 758 unique
definitions and broke them into five different categories based on

the general sentiment reflected in each of the proposed definitions.
Here's the breakdown:

ad managerial duties or higher

« 29 percent of respondents believed that security culture is com-
pliance with security policies.

« 24 percent said that it was having an awareness and an under-
standing of security issues.

« 22 percent said that it was a recognition that security is a shared
responsibility across the organization.

« 14 percent indicated that it had something to do with establish-
ing formal groups of people that could help influence security
decisions.

« 12 percent said that a good security culture meant that security
was embedded into the organization.
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Security Culture:
The ideas, customs and social
behaviors of an organization
that influence its security.
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You get the culture
you ignhore.

John R. Childress




How Culture Relates to Awareness and Behavior
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Industry Past, Present, and Future

FACILITATING THE ABCs: AWARENESS, BEHAVIOR, AND CULTURE
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The Evolutionary Path of
“Security Awareness”
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A Data-Driven Advantage

Culture can be measured and modeled using several different elements. These range from training
data elements, to simulated phishing resilience data, to organizational demographics, and more.

We call each of these datapoints, Culture Maturity Indicators (CMls).
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Example CMiIs

Security
Awareness
Training

» Frequency of
training campaigns

« Delivery types
(in person, online,
mobile, etc.)

« Content types used

» Learning
modules taken

* Measured areas of
strength or weakness

» Customization/
personalization for
the organization and
their unique risks

» Customization/
personalization for
the individual based
on role/department

Phishing &
Simulated
Phishing Testing

« Opened
« Clicked
« Attachment open

« Dataentered on a
landing page

« Exploited: user
clicked on an Exploit
enabled test

* Macro enabled:
macro on an
attachment was
enabled.

* Replied

* Reported

= Accuracy of
reporting

= Organizational
patterns of use for
phishing simulations
(e.g. customization
of templates,
gamification, etc.)

Behaviorial Data
Awareness

» Tracking & Reporting
of simulated or
real-world user
behavior alerts

» Documented policies
for user behavior
failures (stick) or high
performance in testing/
self-reporting (carrot)

* Technology/
Integration into real-
world behavior alerts

» Gamification

Organizational
Tone and
Activities

« Company-wide
communications
regarding security
policies

» Executive led
discussion around
security policies

* Presence /
absence of Security
Champions Program

» Reward and Contest
regarding security
behavior and culture
including company-
wide milestones, etc.

*Security-centric
special events

Survey Data

« Culture Survey Data

- Attitudes

- Behavior

- Cognition

- Communication
- Compliance
-Norms

- Responsibility

* Proficiency
Assessment Data

- Password &
Authentication
- Email security
- Internet use

- Social media

- Mobile devices

- Security awareness

« Others as desired

Other
Measurement Data

« Phish-prone
percentage

« Industry Benchmarks

« Virtual Risk Officer
information

* Email Exposure
Check Data

* APl integration with
other tools




Maturity models are helpful
... but most lack precision
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Security Culture needs something better
...something more precise
... something data-driven



Seven Dimensions of Security Culture
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Introducing the Security Culture Maturity Model
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@&» @» @ The dashed red line represents breach likelihood and relative cost remediation
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SCMM Example Data Overlay
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SCMM Example Data Overlay

Current Maturity Given Available Data = Level 3

Basic Security Awareness FOSTAIMAHG Security Behavior Sustainable

Compliance Foundation Security Awareness Management Security Culture
& Behavior

-----..--

Basic Program =
(cmi - N

N\

Survey Score

(CMI) *

Phishing Program

N
Q.
L Y

Other Observed Behavior Teoeeee
(CMI)
&» @&» @ The dashed red line represents breach likelihood and relative cost remediation
G The solid blue line represents awareness/culture maturity gains at each stage of the model Source: KnowBe4




SCMM Example Data Overlay
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What are you doing to ensure that the right
security knowledge, beliefs, and value
systems are woven throughout the fabric
of your organizational culture?



SECURITY
CULTURE

PLAYBOOK

AN EXECUTIVE GUIDE TO
REDUCING RISK AND DEVELOPING
YOUR HUMAN DEFENSE LAYER
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PERRY CARPENTER

The Security Culture Playbook

A concrete blueprint for producing real change, reducing risk, and
proactively managing your company’s exposure to cybersecurity
threats. You'll also find:

» Revealing interviews from security culture thought leaders in a
variety of industries.

» Strategies for bringing all the security culture pieces together into
a coherent program.

» Actionable and modern insights from sociology and other
academic disciplines.

* In-depth explanations of how to implement and shape behavioral
outcomes, foster social pressures, and create positive patterns.




